M edical records confidentiality is an assumed constitutional right and is necessary to encourage a client's full and frank disclosure to the health care provider to avoid embarrassing consequences.
The sanctity of the time honored Hippocratic Oath has long been recognized by the courts, legislators, and medical organizations. In 1828, New York became the first state to enact a confidentiality statute that protected the clienthealth care provider relationship. Thirty-three states or U.S. territories have followed suit (Hayt, 1972) .
When a consent is obtained, health care professionals must stay within the scope of a client's consent and not divulge personal medical information to third parties who have no need to know; This is illustrated in Feeney us. Young, in which the court agreed that the plaintiff's health care provider went beyond the scope of a client's consent by allowing a movie clip of a birth to be used in a public movie (Feeney v. Young, 1920) .
The following is a classic example of who does and who does not have a need to know. Computer programmer Joe Employee is a fragile diabetic who has a "no sitting more than 3 hours" restriction. Joe's employer does not have a need to know about the diabetes because the disease has no bearing on computer programming. However, the employer is entitled to the restriction informa-
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tion. The first aid team for the building where Joe works does not have a need to know about the restriction, but it is in Joe's best interest that they be privy to his fragile diabetes diagnosis (Americans With Disabilities Act, 1991).
LEGALITY OF CONFIDENTIALITY
A constitutional guarantee of privacy is arguable. No court has ruled confidentiality as an absolute right. Neither our constitution nor common law says anything about the right of private information (Southwick, 1988) .
However, a Pennsylvania court "stated 'the right to privacy..., a fundamental right, older than the Bill of Rights, is protected by both our federal and state constitutions.' The court extended the protection 'not only to the home, but also to the doctor's office, and the hospital' and thus to medical records" (Andrews, 1991) .
The Supreme Court and federal government legislative branches recognize an individual's right to privacy without government intervention. The Privacy Act limits the collection of personal information to that which is relevant and necessary. However, federal statute guarantees confidentiality of medical information only in regard to the Americans With Disabilities Act (OSHA, 1991b) . This is left to the states.
CONFIDENTIALITY PARAMETERS
An occupational health consensus has for many years called for the release of an employee's medical records in four instances: • Life threatening emergencies. • Employee authorized release. • Workers' compensation cases (as mandated by law). • Compliance with government regulations (Reif, 1983 ).
An ever increasing threat of contagious diseases and defining the relationship between the medical professional and the employee/client has brought previously ignored issues to the courtroom.
There has been a debate in recent years over access to employee medical records by employers, insurers, and utilization reviewers through electronic data interchange, questioning of medical professionals, and demands for employee medical records. A call to stop perpetuating a smoke screen of confidentiality and foster a professional, confidential tenet has ensued (Fry, 1984) . Consequently, occupational health organizations have updated their code of ethics to clarify confidentiality.
The American College of Occupational Medicine Code of Ethics stated:
Treat as confidential whatever is learned about individuals served, releasing information only when required by law or by over-riding public health considerations, or to other health care providers at the request of the individual. ..recognize that employers are entitled to counsel about the medical fitness of individuals in relation to work, but are not entitled to diagnoses or details ofa specific nature (American College ofOccupational Medicine Membership Directory, 1989 Directory, /1990 ).
The American Association of Occupational Health Nurses Code of Ethics states:
The occupational health nurse strives to safeguard the employee's right to privacy by protecting confidential information and releasing information only upon written consent of the employee or as required or permitted by law (AAOHN, 1991) .
EMPLOYEE ACCESS
The question arises about who owns the occupational health medical record and who has access to an employee's medical record and under what conditions. The American Occupational Medical Association recognizes the employee's medical records as the property of the company (Committee Reply, 1991) . The employee has no legal claim on the medical record, but does have a legal claim on information contained in the medical record. The federal standard, "Access to Employee Exposure and Medical Records" (29 CFR 1910.20) , provides for an employee or designated representative and OSHA access to an employee's exposure and medical record (OSHA, 1991a ).
An employee's signature is not required for union representatives accessing an employee's industrial hygiene exposure record. This privilege, however, is not extended to a union representative to access an employee's medical record. Medical records have a higher level of privacy. OSHA can gain access to employees' medical records on demand without employees' consent (Goerth, 1980) . Authority to subpoena medical JANUARY 1994, VOL. 42, NO.1
When a consent is obtained, health care professionals must stay within the scope ofa client's consent and not divulge personal medical information to third parties who have no need to know.
records also is extended to the Secretary of Health and Human Services for public health research.
A health care provider for an employer can deny an employee access to his or her medical record if the health care provider can prove that access would be detrimental to the employee's health and well being. Terminal illness or psychiatric conditions could be reasons for denial. However, the health care provider must tell the employee that the record can be provided to a designated representative-generally a union or an attorney.
BREACHING CONFIDENTIALITY
There are circumstances that justify breaching confidentiality and revealing a medical record to protect others, provided that proper administrative controls protect against abuse (Rosenstock, 1987) .
Some states, such as Ohio and Massachusetts, have adopted the concept that an individual's medical record is "subordinate to a greater societal interest" (Andrews, 1991) .
There are instances in which health care providers are justified in notifying an endangered person of another individual's medical status. This originated as a result of infectious diseases, including sexually transmitted diseases such as AIDS. One such instance is recorded in Simonsen vs. Swenson (1920) , in which the court ruled that a client cannot expect his contagious disease to be kept secret from those he is likely to infect.
There are other instances in which a physician is compelled to notify a third party with a need to know; This is illustrated in Tarasoff vs. Regents of University of California. The Supreme Court of California ruled that a university psychotherapist was negligent in not warning an intended victim that a psychiatric client was dangerous.
Endangered third party cases could be used as case law in allowing a worker access to a coworker's medical information when the coworker's medical condition might put the worker at risk. However, consent of the coworker with the Ahealth care professional can be held liable for divulging private medical information; however, there must be due care to show cause.
illness would be the obvious first step. Every state compels health care professionals to report certain statutory conditions to the appropriate public authority. Included may be communicable diseases, gunshot wounds, drug abuse, child abuse, and an inability to operate a motor vehicle safely (Andrews, 1991) . Information on these conditions is frequently stored in a large database accessible to various authorized persons. Network server accessed computer storage of required confidential information is not a violation of privacy if the information is stored securely (Whalen v. Roe, 1976) .
Notification of a client's medical information without consent to a third party does not always have to be on a proven need to know basis. It may be because there was a perceived duty, without malice, to reveal personal medical information to a third party. In Clark us. Geraci (1960) the court agreed that the health care provider committed no wrongful act in notifying a plaintiffs employer (U.S. Air Force) of excessive absences due to alcoholism. The court stated that the plaintiffs request for partial disclosure of "illness" being the reason for absence prevented him from proving a civil wrong. The evidence showed that the health care provider believed that the disclosure was a communication needed by his government; therefore, there was no intent of malice (Clark v. Geraci, 1960) .
DUTY OF DUE CARE
A plaintiff must establish that a medical professional defendant has legal liability and violated the privilege of confidentiality before the plaintiff has a cause of action for releasing medical records without consent.
In Collins us . Howard, (1957) a federal court applying Georgia law held that a plaintifffailed to show cause that a health care provider revealing a blood alcohol level to the plaintiffs employer resulted in the plaintiffs termination. The court stated that no confidential relationship existed between the physician and client; a nurse had drawn the blood sample. Consequently, the court clarified the nurse's position as, "where privilege 20 is provided by statute, .. .it does not extend to include nurses exacting as agents or assistants to a regular health care provider" (Collins v. Howard, 1957) . This provides precedence for a health care provider's privilege not being extended to a nurse working with, but not for, a health care provider.
Establishing a duty of due care is one of the first steps in a plaintiffs burden of proof. To prove that there was a duty of due care, the plaintiff must show that a medical professional-client relationship had been established. A health care provider who treats a client establishes a health care provider-client relationship (Greenstein v. Farrell, 1923) ; however, if a health care provider merely examines a client with no intent of treating, a relationship has not necessarily been established (Keene u. Wiggins).
The following case also involves due care. In Childs us. Weis (1969), a pregnant client in labor went to an emergency room, thus presenting a contract offer. The client was examined by a nurse, who then called the health care provider on duty. The health care provider, by telephone, told the nurse to ask the client to call her own doctor. The nurse then advised the pregnant woman to see her own doctor. The woman left the hospital and later gave birth in an automobile. The baby died 12 hours later. The pregnant woman's husband unsuccessfully sued for malpractice.
Because the health care provider had never examined, treated, seen, or spoken to the client, the court ruled that there was no client-health care provider relationship (Childs v. Weis, 1969) . If the health care provider had examined the woman, the contract offer would have been accepted, and an implied contract would have been created. Consensus does not always follow this reasoning, particularly if the doctor is an emergency room health care provider.
EMPLOYER ACCESS
It appears that responsible legal-medical judgment would dictate an overwhelming refusal to allow an employer access to an employee's nonoccupational diagnosis. In at least one case, this apparent consensus did not apply. An occupational health nurse/assistant nursing director, Kathleen Easterson, was terminated from aNew York area medical center for refusing to disclose the contents of a doctor's note containing an employee's non-occupational diagnosis of severe headache and TMJ trauma. The termination occurred despite the hospital's policy of medical records confidentiality.
Easterson sued the medical center for wrongful discharge and reinstatement. Easterson claimed that:
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ing this with protecting individual rights to privacy.
A medical professional can be held liable for divulging private medical information; however, there must be due care to show cause. Reprinted from Occupational Health & Safety, March 1993, pp. 50-53, with permission from Medical Publications, Inc. Nofederal statute guarantees confidentiality of medical information. Rather, it is left up to the states to regulate.
Certain circumstances justify breaching of confidentiality.
The release of medical information must serve a legitimate concern and fall within the parameters of decent conduct.
SUMMARY
The release of an employee's medical information must serve a legitimate concern or interest and must fall within the parameters of decent conduct, even if all identifiers have been removed.
There is no constitutional or common law guarantee of privacy. However, state statutes encourage the public's right to know while balanc-• There was a medical records confidentiality expectation from the employee due to the nurseclient professional relationship. • The defendant employer's policy and practice of requiring an employee's medical record, without consent, was a danger to the public health. • The doctor's note was part of the employee's confidential medical record. • There was no governmental compulsion to reveal the employee's medical record; therefore, the employer had no need or right to demand the note (Easterson u. Long Island Jewish Medical Center, a) .
The employer defendant argued that: • There was no nurse-client relationship between the occupational health nurse and the employee. • The doctor's note was not information acquired by the nurse in attending the employee/client. • The doctor's note was not necessary to enable the nurse to act in a nurse-client capacity. • Disclosure of the doctor's note did not create a substantial and specific danger to the public health (Easterson u. Long Island Jewish Medical Center, a) .
A consensus of case law supports breaching confidentiality when there is a need to know. However, in Easterson's case, this was not a pivotal point, despite its original importance. The case hinged on whether there was a nurse-client relationship and whether a violation of confidentiality represents a risk to public health.
Despite briefs written for the plaintiff by the American Association of Occupational Health Nurses, American College of Occupational and Environmental Medicine, New York Occupational Medical Association, and American Public Health Association, Easterson lost her case in two courts. Two lower courts agreed with the defendant, and the New York Supreme Court Appellate Division refused to consider the case (Easterson u. Long Island Jewish Medical Center, b) .
Wayne Outten, the attorney who wrote one of the briefs for the plaintiff, told Medical World News:
Failure to protect the confidentiality of employee medical records can lead to those employees being less than forthcoming in disclosing medical conditions to employee health services. Employees withholding information about some disease when they go back to work could infect clients in the hospital (Cotton, 1989) .
